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6.1
3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
Title: 
Security of Cellular IoT for 5GS  
Acronym: 5G_CIoT
Unique identifier: 850014
1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	
	
	X


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …
	
	Feature

	X
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	830043
	Cellular IoT support and evolution for the 5G System
	Parent WID


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	720005
	New Services and Markets Technology Enablers
	Provides service requirements for IoT.

	770038
	Study on Cellular IoT support and evolution for the 5G System 
	SA2 study which studies support and evolution for IoT from architectural point of view in 5G System. 

	800033
	Study on evolution of Cellular IoT security for the 5G System


	SA3 study which studies the Cellular IoT security for 5G System.


3
Justification

For the 5G system to efficiently serve CIoT capable UEs SA2 has carried out and concluded an architectural study documented in TR 23.724 . Aligned with this study, SA3’s study FS_CIoT_sec_5G has progressed well and is moving towards a concluding phase of the study. Therefore, it is appropriate to commence the normative work to secure the new CIoT features.
4
Objective

The objective of this work item is to specify the security aspects of 5G CIoT services to support solution(s) specified in TS 23.501 and TS 23.502 based on the conclusions in TR 33.861 Study on evolution of Cellular IoT security for the 5G System. Below are the objectives 
· Specify security for supporting EPS CIoT/MTC functionalities in 5GS, e.g.
· security for infrequent and frequent small data transmission

· security for inter-RAT mobility to/from NB-IoT or modifications in the EPC-5GC interworking security specific to CIoT.

· Specify security enhancements based on SA2 Rel-16 architectural study in TR 23.724, e.g.

·  security for transport of user plane over 5G NAS 

· termination of user plane security in 5GC. 

The expected output will be captured in TS 33.501.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	
	
	
	
	
	


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	33.501
	Addition of call flows and functionalities for the support of CIoT services.
	SA #86 (Dec. 2019)


6
Work item Rapporteur(s)
Henrik Normann, Ericsson, <henrik.normann@ericsson.com>
7
Work item leadership

SA3
8
Aspects that involve other WGs
Architecture aspects are considered by SA2.

RAN aspects are considered by RAN 1/2/3 WGs.
9
Supporting Individual Members 
	Supporting IM name

	Ericsson

	Sony

	LG Electronics

	China Unicom

	China Mobile

	Nokia

	Nokia Shanghai Bell

	ZTE Corporation

	AT&T

	Telecom Italia

	Lenovo

	Motorola Mobility

	Intel

	Qualcomm Incorporated

	Huawei

	InterDigital, Inc.

	Samsung

	Sprint

	Vodafone


